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The advent of electronically stored information has drastically changed the practice of law and presents daunting
challenges for counsel and client alike. Of these challenges, perhaps none is more significant, yet less understood, than
metadata. While often dismissed by the unwary as “digital clutter,” metadata is “the electronic equivalent of DNA, ballistics

> Indeed, because metadata describes

and fingerprint evidence, with a comparable power to exonerate and incriminate.”
the characteristics, origin, and usage of electronically stored information and often cannot be discerned on the face of a
document, it may have tremendous value or cause troublesome problems in a given case or transaction.” The Federal Trade
Commission’s inadvertent disclosure of Whole Foods’ trade secrets in court filings this month exemplifies the hazardous

nature of metadata.*

Courts have recognized the significance of metadata, ordering its production on several occasions over the past two
years.” In addition, the 2006 amendments to the Federal Rules of Civil Procedure arguably impose a modest presumption
in favor of preserving and producing relevant metadata.® Given these developments, attorneys are now facing the reality of
how to advise their clients to preserve such data and what measures they must take to obtain it from their counterparts. To
do so,counsel must first understand what metadata is, as well as its potential magnitude in a case or transaction. This paper
will address these issues. In particular, the paper will discuss the commonly used software applications that create files
with metadata, describe the metadata in those file formats, and explore the drawbacks and benefits that metadata poses to

attorneys and their clients.
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A. Electronic Documents Containing Metadata

As previously mentioned, metadata is digitally stored information about a document’s characteristics, including its
origin and usage.” Metadata is best characterized and understood, however, by moving beyond the abstract and examining
the software applications that commonly utilize metadata. Those applications of most concern to attorneys and their clients
typically include Microsoft Word, Adobe Portable Document Format (“PDF”), e-mail, Microsoft Excel and Corel Word Perfect.

I Metadata in Microsoft Word

Microsoft Word documents contain metadata that can be both helpful and harmful to a user.® The most commonly
found metadata in Word documents includes the document author, the date the document was created, the identities of the
last ten persons who edited the document, the dates when the revisions occurred, the text that was revised, tracked changes
in the document, the location on the particular device where the document was stored, and various other fundamental traits
concerning the document.® Of these features, the “track changes” function is perhaps the most significant.”

Most attorneys are familiar with the “track changes” tool because it allows them to show changes to previous drafts
of a document, along with the identities of document editors and the dates edits were made. These features make the track
changes function a valuable tool for both attorney and client by allowing both parties to view and understand the evolution
of a document." However, such transparency is precisely what makes the track changes feature so problematic.” Unless
the user specifically turns off the track changes function, changes made to the document and other pertinent information
could be accessed by opposing counsel if the document is served in Word format.” Indeed, imagine a defendant serving a
plaintiff with a version of its written interrogatory responses that describe defenses to the plaintiff’s claims. The defendant’s
lead counsel would have finalized the responses only after exchanging several drafts with her colleagues and client. Those
exchanges contained notes in the responses from both counsel and client, including a potential discussion of the relative
strength of each asserted defense. Unless defendant’s counsel turned off the track changes feature or otherwise took
measures to remove or “scrub” the metadata from the responses, plaintiff’s counsel can exploit this mistake and explore the
evolution of the responses, along with the confidential exchanges between attorney and client."

If this scenario isn’t troubling enough, the “track changes” feature also potentially permits a user to view the text of
an unrelated document that the author used as a template for the current file.” The practice of using an unrelated document
as a template, common among lawyers due to its efficiency, can present a myriad of practical and ethical problems unless
properly handled.'
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2. Metadata in Adobe PDF Files

Many attorneys believe the solution to these problems is to simply convert a document from Word format into an
Adobe PDF file.” This practice is common among law firms, which often post documents to their websites in PDF and have
been led to believe that PDF is a “static” format that contains no metadata.® While its contents may or may not be altered,
a PDF can still contain metadata.” For example, unless appropriate precautions are taken, PDF metadata may include data
imported from the original Word document.?® This could include all of the “comments and tracked changes if they are
contained in the original document.” PDF files also contain information about the file author, the date the file was created
and modified, and a summary of the document.”

3. Metadata in E-Mail, Excel, and Word Perfect

Other commonly used software applications replete with metadata include e-mail applications, Excel, and Word
Perfect. E-mail metadata has “the same types of identifying data as do other electronic documents.” It also includes data
that may be viewable to all users, such as internet protocol addresses, the dates the e-mail was sent, received, replied to, and
forwarded, and data that may not be readily accessible to certain viewers, such as blind carbon copy (“bcc”) information and
sender address book data.**

As a Microsoft application, Excel contains much of the same metadata found in Word, including author and revision
history information.?® It also contains “calculations that are not visible in a printed version or completely hidden columns
that can only be viewed by accessing the spreadsheet in its ‘native’ application.”®

Word Perfect contains some of the same strains of metadata found in Word.”” In addition, Word Perfect has a unique
feature known as the “Undo/Redo History.” This feature allows the author--and, unless appropriate care is taken, any recipient
of the document--to access the last 300 actions taken in that particular file.® If, as mentioned in the previous hypothetical,
defendant’s counsel served interrogatory responses in Word Perfect with the Undo/Redo History intact, opposing counsel
could delve into much of the same historical information about the responses which would be accessible through Word’s
track changes tool.”
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B. Dealing with the Hazards of Metadata

As many attorneys and their clients know, the danger of disclosing metadata is not merely hypothetical.** When the
SCO Group filed suit against DaimlerChrysler in 2004 for licensing violations related to an earlier version of IBM’s open-source
UNIX code, an electronic version of the complaint showed that SCO was planning to sue Bank of America instead of Chrysler.”
The “track changes” feature in Word allowed third parties to uncover this work product, including the date and time when
SCO abandoned its efforts to sue Bank of America.’> That sophisticated technology companies have inadvertently disclosed

attorney work product further underscores the importance of understanding and addressing the dangers of metadata.”

Despite its troublesome nature, metadata can often be managed with appropriate precautions.’* Typically, metadata
will only be disclosed to opposing counsel and others through electronic sharing of files by sending e-mail attachments or
sharing media such as flash drives, CD-ROMs, DVD-ROMs, or floppy disks.”> Accordingly, counsel may control the flow of
metadata by monitoring and controlling the materials that leave the office.** One means of doing so is to purchase software
that will “scrub” the metadata from e-mail attachments before the information is exposed to opposing counsel and others.”’
In addition, before serving pleadings, discovery responses, and the like, those materials may be converted to Tagged Image
File Format (“TIFF”) documents, which have no metadata.’® Electronic discovery consultants may also be retained to advise
how to recognize problematic metadata and to assist in removing it from electronic documents.*® Like most difficulties in

the practice of law, the problem of metadata is not intractable and can be managed with appropriate care.*
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C. The Value of Metadata

Once appropriate steps are taken to control the hazards of metadata, its value may be realized.” One of the significant
benefits of metadata is its usefulness in authenticating documents.* Because the inherent traits of metadata may enable a
party to establish such things as when a document was created, the identity of the person who prepared the document, the
purpose for doing so,and where the document was subsequently maintained, a party can more easily meet the authentication
requirements under the Federal Rules of Evidence and applicable state law.* Such information may likewise be invaluable

” ”

in a trade secret action because the issues in such cases typically focus on the “who,” “what,” “when,” and “how” inquiries

surrounding removal of a party’s proprietary materials.*

Metadata also performs a crucial function in establishing whether a document is genuine. The basic metadata
characteristics described above can show whether a document has been inadvertently or intentionally modified.* Indeed,
most court decisions addressing the significance of metadata have recognized its value in demonstrating document
integrity.*® The inherent traits of metadata also make it an effective document management device* and “useful for system
administration as it reflects data regarding the generation, handling, transfer,and storage of the document or file within the
computer system.™®

Metadata can also function as a security device that companies may employ to protect privileged communications,
work product, or proprietary interests contained in certain records.* For example, when a telecommunications company sent
a highly confidential and privileged litigation hold instruction to its employees by e-mail, it attached an “electronic tracer” to
the e-mail which allowed the company to monitor whether the message was forwarded outside the company.*® This technique
allowed the company to manage the flow of privileged information and ascertain the loyalty of its employees.”
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D. Understanding Metadata Enhances Effective Client Representation

Metadata constitutes a significant aspect of almost all digital information, particularly in files generated by
computer software applications that are used every day by lawyers and clients. When metadata is unknown, ignored or not
properly controlled, counsel and client may encounter problems they could have otherwise avoided. However, when properly
understood and utilized, metadata can provide tremendous value for companies in their respective fields and an enormous
advantage for attorneys in litigation.>*

52 See Hannan v. Dusch, 154 Va. 356,379 (1931) (“The law helps those that help themselves, generally aids the vigilant, but rarely the sleeping, and never the acquiescent.”)



